
All the good names were taken
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m_fager@yahoo.com
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Matt Fager has been professionally involved in the Information Systems industry 
since 1992 with a focus on Information Security since 1997. Matt has experience 
operating in multiple business models including, Military, Corporate, Financial, and 
Higher Education. Originally trained in a military environment Matt developed and 
implemented a working knowledge of Operational Security and Physical Security 
concepts prior to their gaining widespread acceptance by commercial and corporate 
entities. Matt holds an active Certified Information Systems Security Professional 
(CISSP) certification since 2003.

As part of the University of Arlington at Texas, Office of Information Technology, 
Information Security Office Matt has been a key member in expanding and maturing 
the security operations of the University. While making significant strides in the 
technical area Matt also strives to increase user awareness and engage the 
community he helps to protect.



Audio from Futurama Season 2 Episode 3 ‘When Aliens Attack’ aired 11/7/1999.  
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Copyright Twentieth Century Fox Film Corporation.



http://www.hartz.com.au/uploaded/167/1095000_25tas_devil.jpg
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Hooray, Animal Rescue!

http://www.hartz.com.au/

http://www.tasmaniandevilpark.com/



http://flickr.com/photos/stabilo-boss
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http://animaldiversity.ummz.umich.edu/site/resources/ofstedal/couper/devil.jpg/medi
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um.jpg



http://www.legalandrew.com/2007/07/21/facebook-and-the-law-8-things-to-know
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http://ralphyscorner.blogspot.com/2008/04/what-do-you-actually-agree-to-when-
you.html
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http://www.startribune.com/local/west/13549646.html
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http://www.mycrimespace.com/2006/06/29/florida-police-disciplined-over-myspace/

http://cnews.canoe.ca/CNEWS/Canada/2007/01/17/3394584-sun.html

http://www.cbc.ca/canada/toronto/story/2008/03/11/facebook-cheating.html?ref=rss



US-CERT – 2006
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http://www.us-cert.gov/cas/tips/

http://www.us-cert.gov/cas/tips/ST06-003.html

Career Builder – Aug 07

http://www.careerbuilder.com/JobSeeker/careerbytes/CBArticle.aspx?articleID=533
&cbRecursionCnt=1&cbsid=36189876f2ee4a1896a46c2b3e8c2f76-267226446-R2-
4&ns_siteid=ns_us_g_social_network_job

Australian Govt / Privacy Awareness Week – Aug 08

http://www.justice.vic.gov.au/wps/wcm/connect/DOJ+Internet/Home/Your+Rights/Pri
vacy/JUSTICE+-+Privacy+and+Security+Tips+for+Using+Social+Networking+Sites



Facebook
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http://www.new.facebook.com/safety/

MySpace

http://www.myspace.com/index.cfm?fuseaction=cms.viewpage&placement=safety_
pagetips



http://www.edmunds.com/media/ownership/safety/front.airbags/airbaglabel.500.jpg
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http://www.airbagcrash.com/images/393_air_warn.gif



http://www.law.com/jsp/legaltechnology/pubArticleLT.jsp?id=1192179809126
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http://www.imakenews.com/prodliab/e_article001005443.cfm?x=bc5Shqq,b2qHJnqr

http://www.firstmonday.org/issues/issue11_12/schesser/index.html

http://news.cnet.com/8301-13577_3-9947452-36.html

http://www.foxnews.com/story/0,2933,360464,00.html

http://cyberlaw.stanford.edu/packets/200703/myspace-is-not-liable-for-third-party-
content-and-has-no-duty-to-prote

http://blog.wired.com/27bstroke6/2008/05/myspace-indictm.html

http://www.senate.mo.gov/08info/BTS_Web/Bill.aspx?SessionType=R&BillID=147

http://www.msnbc.msn.com/id/24673350/
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http://www.angelfire.com/super/badwebs/
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http://www.ratz.com/featuresbad.html



http://www.angelfire.com/super/badwebs/
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http://www.ratz.com/featuresbad.html



http://www.jibble.org/myspace-hotlinking/

20

http://www.tamingthebeast.net/articles6/hotlinking-protection.htm

http://en.wikipedia.org/wiki/Goatse



McCain - March 27 2007
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http://www.baldheretic.com/2007/03/28/hacking-mccains-myspace-page

http://valleywag.com/tech/explainer/why-john-c-dvorak-got-busted-for-hotlinking-
335384.php

Dvorak

http://valleywag.com/tech/explainer/why-john-c-dvorak-got-busted-for-hotlinking-
335384.php

Ebay

http://www.cockeyed.com/pranks/imposter/imposter.html

TextFiles

http://ascii.textfiles.com/archives/000278.html

http://ascii.textfiles.com/archives/000279.html

http://ascii.textfiles.com/archives/000319.html

http://ascii.textfiles.com/archives/000397.html

http://ascii.textfiles.com/archives/000564.html

http://ascii.textfiles.com/archives/000584.html

http://ascii.textfiles.com/archives/000645.html



Oct 2005 Myspace Samy – Java / AJAX
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http://www.betanews.com/article/CrossSite_Scripting_Worm_Hits_MySpace/112923
2391

July 2006 MySpace - Flash

http://www.dotcomunderground.com/blogs/2006/07/19/worm-behind-myspace-
profiles/

Dec 2006 MySpace, Java / Quicktime 

http://www.securityfocus.com/brief/375 

Dec 2007 Google Orkut - Java

http://www.sophos.com/security/blog/2007/12/900.html

Aug 2008 Facebook and MySpace

http://www.betanews.com/article/Facebook_worm_still_spreading/1219684211
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http://www.theregister.co.uk/2008/05/14/social_network_spam/
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http://news.cnet.com/8301-13505_3-9831556-16.html

http://arstechnica.com/news.ars/post/20080717-report-81-5-percent-of-all-e-mails-
sent-in-june-were-spam.html
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Source: ‘Satan is on my Friends List: Attacking Social Networks’ by Shawn Moyer and Nathan Hamiel  

Presented at BlackHat and DefCon 2008
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Presented at BlackHat and DefCon 2008
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Jul 2006 – MySpace Flash redirect
http://mashable.com/2006/07/17/myspace-hacked/

28

http://mashable.com/2006/07/17/myspace-hacked/

Sep 2006 – Myspace view private videos
http://blog.taragana.com/index.php/archive/myspace-hack-how-to-view-any-users-private-videos/

Apr 2007 - Month of MySpace bugs
http://momby.livejournal.com/586.html
http://www.businessweek.com/globalbiz/content/aug2008/gb20080811_625292.htm 

July 2007  - Facebook  fb:swf tag
http://www.cs.virginia.edu/felt/fbook/
http://www.cs.virginia.edu/felt/fbook/facebook-xss.pdf
http://www.youtube.com/watch?v=l-9T40Ru7W8

Feb 2008 - $100 Facebook Hacker Challenge
http://social-media-university-global.org/2008/02/14/smug-100-facebook-hacker-challenge/
http://theharmonyguy.com/2008/03/01/smug-facebook-challenge/

Feb 2008 – Facebook / Myspace Activex controls
http://news.cnet.com/8301-10789_3-9864121-57.html

March 2008 Facebook exposes private photos
http://www.msnbc.msn.com/id/23785561/

May 2008 Facebook suspends Google Friend Connect, TOS Violation data sharing
http://news.cnet.com/8301-13577_3-9945308-36.html

June 2008 Top Friends app exposes profiles
http://news.cnet.com/8301-10784_3-9977762-7.html

June 2008 Yahoo Widget exposes Myspace Photos
http://valleywag.com/5012543/paris-hilton-lindsay-lohan-private-pics-exposed-by-yahoo-hack

Sept 2008 Photo of the Day, user gets a picture and participates in a DoS
http://blog.wired.com/27bstroke6/2008/09/researchers-use.html
http://blogs.zdnet.com/security/images/facebotisc08.pdf
http://www.new.facebook.com/apps/application.php?id=8752912084

FB Blog

http://blog.facebook.com/blog.php?post=25844207130



http://online.wsj.com/article/SB118886348147516379.html

http://www.facebook.com/press/releases.php?p=48242

http://www.washingtonpost.com/wp-
dyn/content/article/2007/11/02/AR2007110201894_pf.html

http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2008/07/23/BU7C11TAES.DTL



http://trailnetstl.blogspot.com/2007/11/you-want-another-slice-of-pizza.html
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http://bp3.blogger.com/_q67fCQy6HxA/RznKXElMKeI/AAAAAAAAABQ/8zZn190w2
0A/s1600-h/Obesity_social_networks.jpg

http://www.bestofneworleans.com/dispatch/2006-11-07/cover_story2.php

http://www.bestofneworleans.com/dispatch/2006-11-07/cover_story-30.jpg



http://www.crunchbase.com/



Exportable Data

http://www.techcrunch.com/2008/06/29/hacking-the-facebook-platform-for-data-
portability/



Exportable Data

http://www.techcrunch.com/2008/06/29/hacking-the-facebook-platform-for-data-
portability/



Exportable Data

http://www.techcrunch.com/2008/06/29/hacking-the-facebook-platform-for-data-
portability/



http://swerve.lifechurch.tv/wp-content/uploads/2007/09/totalpercentages.jpg



http://www.ethority.net/blog/wp-
content/uploads/2008/05/international_social_network_study.jpg
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http://sixminutes.dlugan.com/wp-content/uploads/2008/02/question-mark.jpg



http://www.firstmonday.org/issues/issue11_9/barnes/index.html

http://www.cs.virginia.edu/felt/fbook/facebook-xss.pdf

http://blogs.zdnet.com/security/images/facebotisc08.pdf


