Identity Finder helps fight identity theft by finding and securing sensitive personal information that could be
used by others to commit identity theft or identity fraud. Once private information is identified, Identity Finder
helps you to protect your information through secure deletion.

Installing Identity Finder on Your Computer

Save ldentityFinderSetup.exe to a location that's easy to remember, like your Desktop.
Double click the IdentityFinderSetup.exe icon to install the program.

To activate Identity Finder, go to https://www.identityfinder.com/store/customer.pl?accountid=65498.
o Enter your first & last name and your UTA email address. You must use your University
email address — any other email address will not affiliate you with UTA for licensing
purposes. Your activation code will be emailed to your University email address. Once you

have received the activation code, continue with the next step.

Start Identity Finder by clicking on the Start Menu, select All Programs, then Identity Finder.

| @ Identicy Finder ¥ Identicy Finder
@ Macrovision

@ Microsoft Office
-@ Mozilla Firefox

f@ Mozilla Thunderbird

@ Roxio

I 55H secure shel
@ Starkup
f@ Symantec Client Security

 Internet I winPcap
Mozilla Firefoo:

BB adobe Reader &
(D | E-mail Internet Explorer
ﬁ]ﬂ birasaft Office oLt © .

G Microsoft Baseline Security Analyzer 2,0,1

G Remote Desktop
* Connection % Microsoft Yirtual PC

w e

.E Secure Shell Client @ utlook Express

-
'

o Remate Assistance

=1 Motepad
@ windows Media Player

-

W orand Prompk 3 ‘Windows Messenger
@ “windows Mavie Maker

Microsaft Office Exc

All Programs B

‘4 start & 6«



You will be prompted to activate the program — select “Activate with Identity Finder activation
number” and click Next.

Identity Finder Activation x

Thank you for using Identity Finder!

|dentity Finder has not been activated on thiz computer. Each activation is
computer zpecific and nontransferable. v'ou may enter your [dentity Finder
activation number or launch [dentity Finder Free for personal uze.

Hoaww wanld yau like to procesd:

& itchivate with |dentity Finder activation numbes

Launch Identity Finder Free
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Enter the activation code that was emailed to you, then click Next.

Identity Finder Activation x
Activation
Entering pour activation number will enable all the features of ldentity Finder. @

Activate Identity Finder

Thiz edition of Identity Finder requires activation before it can be uzed. Pleaze connect your computer to the
|nternet and enter pour activation number below.

Chck_here o purchaze an achivation number.

Please enter your achivation number: ||

| thiz zoftware was not purchased for home or buzineszs uze, it may be counterfeit. Uzing counterfeit zoftware
exposes vour computer and data to increazed security rizks and could lead o identity theft,

Privacy Statement

< Back Memt » Exit | | Help




You should receive a message stating that activation is complete.

Identity Finder x

Activation Complete
Y'ou may now continue uging |dentity Finder,

Thank Youl

Your activation was successful. Thank vou for choozsing Identity Finder to protect pour private, personally
identifiable information.

Y'ou may contact support@identityfinder. com angtime for questiong ar feedback.

..................................

..................................

Scanning for Sensitive Information

Version 4 now allows you to set up a profile. This profile will save and keep all of your settings for future
use. If you choose to set up a profile enter a password now. CAUTION - this password is unique to Identity
Finder and if this password is forgotten all data contained within the profile cannot be recovered.

Identity Finder Profile Password X

@ New Identity Finder Profile

“our Profile allows you to zave wour settings and automatically uze your
Profile Passward when securing results or saving reports. You will be
azked for thiz passward when [dentity Finder starts and when opening
zecure rezults and reports,

Enter Paszward: || |

Confirrn Pagzword: | |
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Select “Continue in Wizard Mode” and select Next.

Identity Finder Wizard x

& Identity Finder Search Wizard

Identity Finder helps you prevent identity theft by finding and pratecting personal
information that can be uzed bo commit identity fraud.

Thiz Wizard iz an easy wap to configure a basic search. Advanced users may
zkip thiz wizard and uze the main interface.

Start zearching now
# Continue in'Wizard mode

Skip Wizard and usze Advanced maode

This is your first time running Identity Finder so your search may
take longer, especially if you are searching the entire computer.
Subsequent searches will be significantly quicker.
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Identity Finder will search numbers that match known common formats for credit card numbers, social
security numbers and passwords by default. It will also search for specific information from other countries -
to view the options, select Yes under AnyFind Worldwide Searching and click Next, otherwise leave the
default choice (No) and click Next.
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Identity Finder Wizard X

Automatic Search Using AnyFind

ArwFind will find autamatically find the selected identities of the zelected types regardless of whose m
they are and without any information fram yoL, L <

~&nyFind Searching

AruFind will autamatically find any persanal infarmation for the fallawing identities:

v Social Security Mumbers Bank Account Mumbers D E-tail Addresses
v D Credit Card Murmbers D Drriver Licenses Phore Murnbers
2 Pazzwards Drates of Birth Personal Addresses

~anpFind YWorldwide Searching
YWiould you like to chooze additional identities ta find any personal infarmation from zpecific countries?
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Identity Finder can also look for unique information on your computer, like your driver’s license number or
address. If you'd like to look for this type of information, select Yes and click Next.
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OnlyFind Search Using Your Personal Information
OniyFind allows you to find additional identity lppes by entering specific perzonal information, m
f' LWL

~ OnluFind Searching

CinlyFind will find only the personal information you provide for these additional identities:

D Drriver License D E-tail Address Fassport Murnber
D ate of Birth Ferzonal Address Muather's Maiden Marne
Phaone Murnber

whould wou like to provide perzonal information to find any of the above identities?
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Enter your unique information on the left side of the screen and then click Add. Continue to add information
in this matter — when you have finished, click Next.
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OnlyFind Search Using Your Personal Information
Fleaze enter the unique [dentity M atches that you wauld like ta find. Depending on the identity twpe, M
ldentity Finder will enbance your search by corverting wour infarmation into various formats. £ Q
~ Perzonal Infarmation y ~ OnlyFind Include List
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Wh?:ulutsl:]t:::sr'ns and locations on your computer where you would like to search. mﬁ
Where to Search
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My Computer
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It is recommended that you keep the default search locations, but you can choose to scan either My
Computer or a specific location. Be aware that scanning My Computer will take significantly longer than
searching My Documents and Settings. Click Next.
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Locations
Choosze the items and locations an paur computer where vau would like to search. M
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You will be taken to a review screen before the scan is started. If you'd like to change any information, use
the Back button, otherwise, select Finish.
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Confirmation
Pleaze review your zelections below and click Finish to begin your zearch. To make changesz, click M
Back. LN
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The scan will begin — you can minimize the program and continue working while Identity Finder searches.
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When the search is complete, the Search Summary screen will appear. Click Wizard.



On the left part of the screen, you will see the full paths of any data Identity Finder has found. When you
click on a location on the left, you'll be shown a preview of the file on the right. In this case, Identity Finder
has found social security numbers located in a text file.

You will be given the option to secure (with a password *CAUTION - this password is unique to ldentity
Finder and if this password is forgotten, all data saved using this password cannot be recovered*), shred
(permanently remove), recycle (move to the Recycle Bin) or Ignore the selected file. If the files that are



found are not needed, click the Shred button on the menu. This will permanently remove the file from your
computer. Make your selection, then click Next.

Click Yes.



Additional Features of Identity Finder

On the top menu, select Tools. You can select files or folders to shred (if you want to remove a file or folder
from your computer permanently), secure your Internet browser, or secure your passwords or files.

To shred a file, click on File Shredder and navigate to the folder you want to delete.



To clean your system, select System Cleanup. Select any areas you wish you clean, then click on Shred.

To secure your browser, select Browser Security. Make any changes you'd like, then click Apply.



The Password Vault tool allows you to securely store and manage usernames and passwords for websites,
encrypted files, and other locations inside of Identity Finder and protect them with a single, master password.
The master password is the same password you use to secure other personal information within Identity
Finder. CAUTION - this password is unique to Identity Finder and if this password is forgotten, all data
saved using this password cannot be recovered.

To store your passwords, select Password Vault. Enter your login information, then click Add.



The File Vault tool allows you to securely store your documents with a password and encryption. To use this
tool, select File Vault.

The above instructions are designed as a starting point to get you on your way to finding sensitive data and
keeping your computer free of unnecessary risks. It is not a comprehensive walk through of all possible
features and functions of the software. The Information Security Office highly encourages you to familiarize
yourself with the application and its capabilities. For more information see the built in ‘Help’ and vendor
documentation available at https://www.identityfinder.com.




